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Vision Statement 

 

We are agents of positive change striving for continuous 

improvements in our agency’s management and program 

operations, as well as within the OIG. 

 

 

Statement of Principles 

 

We will: 

 

Work with the Commission and the Congress to improve 

program management; 

 

Maximize the positive impact and ensure the independence and 

objectivity of our audits, investigations, and other reviews; 

 

Use our investigations and other reviews to increase government 

integrity and recommend improved systems to prevent fraud, 

waste, and abuse; 

 

Be innovative, question existing procedures, and suggest 

improvements; 

 

Build relationships with program managers based on a shared 

commitment to improving program operations and effectiveness; 

 

Strive to continually improve the quality and usefulness of our 

products; and 

 

Work together to address government-wide issues.  



 
Office of Inspector General 

U.S. Consumer Product Safety Commission 

 

October 10, 2019 

 

 

TO: Robert S. Adler, Acting Chairman 

Ann Marie Buerkle, Commissioner 

Elliot F. Kaye, Commissioner 

Dana Baiocco, Commissioner 

Peter A. Feldman, Commissioner 

FROM: Christopher W. Dentel, Inspector General   

 

SUBJECT: Top Management and Performance Challenges for Fiscal Year 2020 

 

In accordance with the Reports Consolidation Act of 2000, I am providing you 

information on what I consider to be the most serious management and 

performance challenges facing the U.S. Consumer Product Safety Commission in 

fiscal year 2020.  Congress left the determination and threshold of what 

constitutes a most serious management and performance challenge to the 

discretion of the Inspector General.  Serious management and performance 

challenges are defined as mission critical areas or programs that have the potential 

to be a significant weakness or vulnerability that would seriously impact agency 

operations or strategic goals if not addressed by management. 

 

Please feel free to contact me if you or your staff has any questions or concerns. 
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Introduction 
 

The fiscal year (FY) 2020 management and performance challenges directly relate 

to the U.S. Consumer Product Safety Commission’s (CPSC) mission of “Keeping 

Consumers Safe” and address both the strategic goals and cross-cutting priorities 

which support CPSC’s mission.  Our work in these areas indicates that while 

improvements are needed, the CPSC is making progress toward implementing 

Office of Inspector General (OIG) recommendations and improving the efficiency 

and effectiveness of its programs.  The FY 2020 management and performance 

challenges are: 

 

1.  Internal Control System 

2.  Enterprise Risk Management 

3.  Resource Management 

4.  Information Technology Security 

 

These four topics represent what the Inspector General considers to be the most 

important and continuing challenges to agency operations.  Some are likely to 

remain challenges from year to year, while others may be removed from the list as 

progress is made toward resolution.  Challenges do not necessarily equate to 

problems; rather, they should be considered areas of continuing focus for CPSC 

management and staff.   

 

These challenges focus on change and how uncertainty impacts CPSC operations.  

Change brings both challenges and opportunities.  The challenges we identified 

speak to both the foundation of agency operations – internal controls - as well the 

ability of CPSC to manage risk and respond to changes in the external operating 

environment and within the agency. 

 

Below is a brief discussion of each management and performance challenge along 

with examples of management’s efforts to address each, as well as links to the 

OIG’s completed work and information on planned work related to CPSC’s 

management and performance challenges.  

 

 

1.  Internal Control System 
 

An agency’s internal control system is a process used by management to help the 

organization achieve its objectives, navigate change, and manage risk.  A strong 

internal control system provides stakeholders with reasonable assurance that 
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operations are effective and efficient, the agency uses reliable information for 

decision-making, and is compliant with applicable laws and regulations.   

 

Federal standards for internal control are established in Office of Management and 

Budget’s (OMB) Circular A-123 (A-123), Management's Responsibility for Enterprise 

Risk Management and Internal Control.1  In 2016, A-123 was updated to reflect the 

most recent edition of Government Accountability Office (GAO), Standards for 

Internal Control in the Federal Government2 (Green Book), and the internal control 

requirements of the Federal Manager’s Financial Integrity Act (FMFIA).   

 

The Green Book provides managers criteria for designing, implementing, and 

operating an effective internal control system.  The Green Book defines controls 

and explains how components and principles are integral to an agency’s internal 

control system. 

 

CPSC reports its overall compliance with the requirements of A-123 and FMFIA 

through the Chairman’s Statement of Assurance published annually in the Agency 

Financial Report.  As of FY 2018, the Chairman asserted that the CPSC had effective 

internal controls over all programs and complied with applicable laws and 

regulations.  

 

CPSC has made progress in resolving internal control findings from this office, and 

has implemented a number of significant recommendations from earlier audits.  

OIG acknowledges management’s work:  

 

 Updating the CPSC’s System of Directives 

 Migrating to a more fully-integrated financial management services provider 

 Addressing weaknesses identified in prior Improper Payments Elimination and 

Recovery Act (IPERA) reviews 

 

 

 

Recently completed OIG work related to this CPSC cross-cutting priority includes: 

Review of the CPSC’s Compliance with IPERA for FY 2018, Audit of the CPSC’s 

Directives System, Risk Assessment of the CPSC’s Charge Card Programs,  Review 

                           
1 https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-17.pdf 
2 https://www.gao.gov/products/GAO-14-704G  

This management challenge aligns with CPSC’s cross-cutting priority, 

Operational Excellence, which supports all four agency strategic goals by 

developing an effective administrative management foundation to support 

agency operations. 

https://cpsc.gov/s3fs-public/Review%20of%20the%20CPSCs%20Compliance%20with%20IPERA%20for%20FY%202018.pdf?02k7yC5INP8SaK1gAJYqaaAO.OQYSiyt
https://cpsc.gov/s3fs-public/AuditoftheCPSCsDirectivesSystem.pdf?w.wUt6hPp92picetzo1ERD05PKSMkbVG
https://cpsc.gov/s3fs-public/AuditoftheCPSCsDirectivesSystem.pdf?w.wUt6hPp92picetzo1ERD05PKSMkbVG
https://cpsc.gov/s3fs-public/Risk%20Assessment%20of%20the%20CPSC%27s%20Charge%20Card%20Programs.pdf?P.L1eW86NYnMu4wycimWq.7VGPmIojP5
https://cpsc.gov/s3fs-public/CPSC%20CY%202017%20Personal%20Property_FINAL.pdf?QUx9yj6DSrxdDP0xajkEpLS_6HVRCKqS
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of Personal Property Management System and Practices for Calendar Year 2017, 

Audit of the CPSC’s Financial Statements for FY 2018, and Evaluation of CPSC’s 

[Federal Information Security Modernization Act] FISMA Implementation for FY 

2018. 

 

OIG is currently reviewing the CPSC’s grants program and controls over National 

Electronic Injury Surveillance System (NEISS).  OIG also plans to conduct audits or 

reviews of the agency’s internal control implementation in FY 2020. 

 

 

2.  Enterprise Risk Management 
 

Risk is the effect of uncertainty on agency operations.  An effective Enterprise Risk 

Management (ERM) approach is necessary to identify, prioritize, and mitigate the 

impact of this uncertainty on the agency’s overall strategic goals and objectives.  

ERM is a proactive approach that allows agency management to assess threats and 

opportunities that could affect the achievement of its goals.  ERM assists 

management in striking a thoughtful balance between the potential benefits of 

innovation and the threats that change can bring.  There are multiple frameworks 

developed by well-regarded independent oversight entities that are designed to 

facilitate the implementation of an effective ERM program.  Most recommend 

organizations do the following: 

 

 Align ERM to mission objectives 

 Identify risks 

 Assess risks 

 Select risk response 

 Monitor risks 

 Communicate and report on risks as conditions change  

 

The 2016 update to OMB A-123 emphasized the importance of having an 

appropriate risk management process for every federal agency.  The guidance 

includes a requirement that agencies annually develop a risk profile which 

coordinates with their strategic plan.  The June 29, 2018, update to OMB Circular 

A-11 requires that CPSC’s risk assessment in the risk profile be discussed each year 

as part of the agency’s strategic review and used to inform planning efforts. 

 

We note that CPSC has experience using a risk-based methodology for its research 

and inspection operations.  Further, the Office of Financial Management, Planning, 

and Evaluation has begun work on a risk assessment process for the agency.  We 

encourage the agency to expand these risk management efforts to its support 

https://cpsc.gov/s3fs-public/CPSC%20CY%202017%20Personal%20Property_FINAL.pdf?QUx9yj6DSrxdDP0xajkEpLS_6HVRCKqS
https://cpsc.gov/s3fs-public/Audit%20of%20the%20CPSC%27s%20Financial%20Statements%20for%20FY%202018.pdf?HZ1vsO58Oj1HeatoXGN8HgwqaF3K8ij0
https://cpsc.gov/s3fs-public/CPSC%20FISMA%202018%20Independent%20Eval%20Report%20-%20Final_redacted.pdf?JVsvKXbLZsQXXeCe_gBwauPPMOXUL0Gk
https://cpsc.gov/s3fs-public/CPSC%20FISMA%202018%20Independent%20Eval%20Report%20-%20Final_redacted.pdf?JVsvKXbLZsQXXeCe_gBwauPPMOXUL0Gk
https://cpsc.gov/s3fs-public/CPSC%20FISMA%202018%20Independent%20Eval%20Report%20-%20Final_redacted.pdf?JVsvKXbLZsQXXeCe_gBwauPPMOXUL0Gk
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operations and allocate resources to the areas of greatest opportunities for 

improvement in agency programs. 

 

 

 

The CPSC’s weaknesses in applying the principles of ERM have been repeatedly 

noted in past Federal Information Security Modernization Act (FISMA) reviews, 

including Evaluation of CPSC’s FISMA Implementation for FY 2018 and the most 

recent FISMA review currently in process. 

 

OIG will continue to address ERM as part of its statutory audits and reviews, as well 

as a component in other planned engagements.   

 

 

3.  Resource Management 
 

This challenge relates to management’s stewardship of its resources including 

human capital, agency funds, and agency assets.  

 

The agency needs to assess whether it has the right personnel for the job on board 

and are providing the right training, tools, structure, and incentives to achieve 

operational success.  Management must continually assess the agency’s needs 

regarding knowledge, skills, and abilities so that the agency can be effective now 

and prepare for the challenges of the future. 

 

CPSC must develop and operate financial management systems to provide senior 

management with timely and accurate information so decision-makers understand 

how financial resources are allocated to agency projects.  Agency spending should 

accurately reflect the policy priorities of the Commission. 

 

CPSC needs to implement policies and procedures to secure and safeguard 

vulnerable assets.  Vulnerable assets include physical property and data the agency 

collects and uses to analyze potential harm to consumers.  CPSC should have 

adequate policies and procedures in place to safeguard data from unauthorized 

release and physical assets from misappropriation. 

 

As part of resource management, the agency must incorporate potential 

improvements to agency operations such as those described in government-

This management challenge aligns with the CPSC’s cross-cutting priority, Data 

Collection and Analysis, which supports all four agency strategic goals by 

focusing on the collection and use of high-quality data to shape program 

strategies and prioritize program activities. 

https://cpsc.gov/s3fs-public/CPSC%20FISMA%202018%20Independent%20Eval%20Report%20-%20Final_redacted.pdf?JVsvKXbLZsQXXeCe_gBwauPPMOXUL0Gk
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wide directives and OIG recommendations to improve the efficiency and 

effectiveness of CPSC’s mission-related safety operations. 

   

All too often, insufficient resources are allocated to implementing OIG 

recommendations with which the agency has already concurred.  This leads to 

the continuation of problems that have already been identified and that 

management has already agreed to address. 

 

As previously discussed with senior agency management, the agency should 

explicitly take into account the efforts of its Senior Executive Service (SES) 

members and other responsible staff to address OIG recommendations within 

their areas of authority in its SES performance appraisal and performance-based 

award systems.  This would create both a financial incentive and a record of 

individual senior managers’ efforts to implement OIG recommendations.  

Implementing recommendations to improve human capital, financial 

management, and the protection of assets will allow CPSC to be more efficient 

and avoid future costs. 

 

Effective resource management will allow CPSC to be agile while responding to 

change, mitigate risks to its resources, and support overall agency success. 

 

We note CPSC has implemented a new financial management system to help 

address earlier findings from several financial statement and FISMA reviews.  

The agency has also made strides in developing an occupant emergency plan 

and updating its telework guidance. 

 

 

 

Recently completed OIG work related to this CPSC goal and cross-cutting priority 

include:  Audit of the CPSC’s Financial Statements for FY 2018, Risk Assessment of 

the CPSC’s Charge Card Programs, and Review of Personal Property Management 

System and Practices for Calendar year 2017.  In addition, the OIG is completing an 

investigation on recent unauthorized information releases which directly deals with 

CPSC policies and procedures to safeguard data.  

 

The statutory audits and reviews related to financial statements, FISMA, and IPERA 

address this challenge annually.  In addition to the statutorily required audits and 

This management challenge aligns with the CPSC’s Strategic Goal 1:  Cultivate 

the most effective consumer product safety workforce.  It also supports all 

four agency strategic goals by addressing the cross-cutting priority of 

Operational Excellence, focused on enhancing resource management. 

https://cpsc.gov/s3fs-public/Audit%20of%20the%20CPSC%27s%20Financial%20Statements%20for%20FY%202018.pdf?HZ1vsO58Oj1HeatoXGN8HgwqaF3K8ij0
https://cpsc.gov/s3fs-public/Risk%20Assessment%20of%20the%20CPSC%27s%20Charge%20Card%20Programs.pdf?P.L1eW86NYnMu4wycimWq.7VGPmIojP5
https://cpsc.gov/s3fs-public/Risk%20Assessment%20of%20the%20CPSC%27s%20Charge%20Card%20Programs.pdf?P.L1eW86NYnMu4wycimWq.7VGPmIojP5
https://cpsc.gov/s3fs-public/CPSC%20CY%202017%20Personal%20Property_FINAL.pdf?QUx9yj6DSrxdDP0xajkEpLS_6HVRCKqS
https://cpsc.gov/s3fs-public/CPSC%20CY%202017%20Personal%20Property_FINAL.pdf?QUx9yj6DSrxdDP0xajkEpLS_6HVRCKqS
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reviews, OIG plans work related to CPSC operational excellence in the areas of 

grants management and position sensitivity designation. 

 

 

4.  Information Technology Security 
 

In information technology (IT), there is competition for resources required to 

maintain current systems and the resources needed to develop new tools and 

systems.  Additionally, there is competition for resources necessary to meet mission 

initiatives and resources required to address the ever-evolving IT security 

environment.  As this office has expressed before, and the agency also noted, the 

CPSC will not be able to meet current and future demands with its current IT 

resources.  This challenge is not unique to CPSC. 

 

The FY 2018 FISMA evaluation found that management continued to make progress 

in implementing the FISMA requirements.  These accomplishments include: 

 

 Initiating development of a formal Enterprise Architecture 

 Engaging with stakeholders in support of the establishment of an Executive 

Risk function, led by the CPSC Chief Financial Officer and including the Chief 

Information Officer, the Chief Information Security Officer, and various 

mission executives for adoption of information security related processes 

 Improving  security and awareness training and expanding the role-based 

training program 

 Continuing maturation of the Information Security Continuous Monitoring 

(ISCM) program 

 

The IT challenges currently facing CPSC are particularly relevant as the agency 

deals with evolving threats, increasingly sophisticated attacks, new compliance 

requirements, and recently identified data breach and unauthorized disclosure of 

information. 

 

In addition to the hardware and software issues already identified in OIG reports, a 

current investigation highlights the need for increased training and oversight 

regarding the handling of Personally Identifiable Information (PII) and Section 6(b)3 

information.  In the past year there were two separate identified instances where 

                           
3 Section 6(b) refers to Section 6(b) of the Consumer Product Safety Act which prohibits the 
Commission from disclosing information about a consumer product that identifies a manufacturer or 

private labeler unless the Commission has taken "reasonable steps" to assure 1) that the information 
is accurate, 2) that disclosure of the information is fair in the circumstances, and 3) that disclosure of 
the information is reasonably related to effectuating the purposes of the CPSA and of the other laws 
administered by the Commission. 
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PII and 6(b) information of thousands of people and businesses was released to 

unauthorized recipients.  CPSC moved quickly to notify manufacturers of the release 

of 6(b) information; however, work remains to be done to address the underlying 

issues that allowed the releases to occur in the first place. 

 

While the root causes of the data breach and unauthorized disclosure have not been 

fully identified, it is extremely likely that CPSC will need to consider a wide variety 

of process changes in addition to implementing new IT-based solutions to mitigate 

the risk of future incidents.  OIG is aware that the agency has dedicated resources 

to address many of the issues identified in past FISMA and Penetration Testing 

reviews.  These efforts demonstrate management’s commitment to improving the 

agency’s IT security.   

 

However, over the years this office has identified several security weaknesses in the 

CPSC’s information security internal control policies, procedures, and practices that 

remain unremediated.  These conditions have resulted in the unauthorized 

disclosure of sensitive information and could result in the unauthorized modification 

or destruction of data and inaccessibility of services and information required to 

support the mission of CPSC. 

 

 

 

Recently completed OIG work related to this CPSC cross-cutting priority include:  

Report on the Penetration and Vulnerability Assessment of CPSC’s Information 

Technology Systems, Review of Personal Property Management System and 

Practices for Calendar year 2017, Audit of the CPSC’s Financial Statements for FY 

2018, and Evaluation of CPSC’s FISMA Implementation for FY 2018.  

 

In addition to the statutorily required audits and reviews, OIG plans work related to 

this CPSC cross-cutting priority in the areas of records management, Privacy Act 

implementation, enterprise architecture, and the NEISS program. 

This management challenge aligns with CPSC’s cross-cutting priority, 

Information Technology, which supports all four agency strategic goals by 

addressing the role of information technology as an integral tool to meet 

agency objectives. 

https://cpsc.gov/s3fs-public/CPSC_Pentest_Report_FINAL_Public.pdf?0YRmZ2TcU5MBeDLggyJbsR7FihsMpNCy
https://cpsc.gov/s3fs-public/CPSC_Pentest_Report_FINAL_Public.pdf?0YRmZ2TcU5MBeDLggyJbsR7FihsMpNCy
https://cpsc.gov/s3fs-public/CPSC%20CY%202017%20Personal%20Property_FINAL.pdf?QUx9yj6DSrxdDP0xajkEpLS_6HVRCKqS
https://cpsc.gov/s3fs-public/CPSC%20CY%202017%20Personal%20Property_FINAL.pdf?QUx9yj6DSrxdDP0xajkEpLS_6HVRCKqS
https://cpsc.gov/s3fs-public/Audit%20of%20the%20CPSC%27s%20Financial%20Statements%20for%20FY%202018.pdf?HZ1vsO58Oj1HeatoXGN8HgwqaF3K8ij0
https://cpsc.gov/s3fs-public/Audit%20of%20the%20CPSC%27s%20Financial%20Statements%20for%20FY%202018.pdf?HZ1vsO58Oj1HeatoXGN8HgwqaF3K8ij0
https://cpsc.gov/s3fs-public/CPSC%20FISMA%202018%20Independent%20Eval%20Report%20-%20Final_redacted.pdf?JVsvKXbLZsQXXeCe_gBwauPPMOXUL0Gk


 

CONTACT US 
If you want to confidentially report or discuss any instance of misconduct, fraud, 

waste, abuse, or mismanagement involving CPSC’s programs and operations, 

please contact the CPSC Office of Inspector General. 

 

 

Call:      
 

Inspector General's HOTLINE:  301-504-7906 

      Or:  1-866-230-6229 

 

Click here for complaint form.   

 

 

Click here for CPSC OIG website.   

 

Or Write:     

 

Office of Inspector General     

Consumer Product Safety Commission  

4330 East-West Highway, Room 702 

Bethesda MD 20814 

 

https://www.cpsc.gov/About-CPSC/Contact-Information/Contact-Specific-Offices-and-Public-Information/Inspector-General
https://www.cpsc.gov/About-CPSC/Inspector-General

